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FOREWORD

“Bullying can be stopped. We adults just
have to make up our minds to stop it.”

T

he digital world has given us almost unlimited possibilities to communicate, find
information and exchange opinions and
ideas. It gives us opportunities we never
could have dreamed of 20 years ago and it’s a
fantastic development of which humanity should be
proud. Nevertheless, this world has bad sides which
we must learn to deal with. The internet is integrated
into our very lives; it’s a place we go to have fun, fall
in love, make friends and be entertained, but it also
holds the threat of harassment and intimidation, just
like any other place in the world.
Bullying breaks down its victims, causing lifelong
consequences and at worst leading young persons
to take their own lives. Bullying in the halls at school
or in the cafeteria damages children and young people for life. The internet provides a new dimension
to this behavior. A derogatory comment made online
may remain somewhere on the internet, forever. Hateful words can be spread directly to unlimited numbers of readers. Bullying is no longer constrained by
time or space. The victim can suffer at home – with
family members, at the dinner table or even alone, in
his or her own room. The sound of each new message on the mobile phone makes the victim’s pulse
rise in fear; checking a feed or timeline renews the
anxiety; making a minor mistake in an online game
puts his or her stomach in knots. The pursuit never
ends and there are no safe havens anymore.

I am truly dismayed when I look at the facts and
figures in this report. For example, one out of every
3 young girls in Sweden has been a victim of sexual
harassment online in the last year, and 3 of every 10
young persons say that racially motivated comments
are regularly used in their online environments. One
to two students in every class have been subjected
to bullying online.
The knowledge that it doesn’t have to be like this
makes me even more dismayed. Bullying can be
stopped. We adults just have to make up our minds
to stop it. At Friends, we visit Swedish schools on
a daily basis. We educate thousands of children,
young people and adults every year. We see the
results. We see how bullying and harassment are
decreasing in the places where Friends is active. Still,
the main problem is that society as a whole is not
devoting enough resources to stopping it. Bullying is
not taken seriously enough.
While we continue to discuss how to deal with the
problem, children and young people continue to
be marked for life, deprived of their dignity and
even their lives. Enough is enough. It’s time to end
bullying.
Lars Arrhenius
Secretary-General, Friends
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INTERVIEW AMANDUS GRANLUND

”It’s about courage and conviction. It’s
everyone’s responsibility to act.”
Amandus Granlund is one of the young members of the Friends Youth Council. He is 18
years old, lives in Uppsala and works as a
waiter at the local Pizza Hut. In his free time he
likes to make music and compete in hip-hop
dance.
Amandus, how do you think that young people
can promote a friendly atmosphere online?
– I think we should be better at speaking up when
online harassment happens. We do react when
friends are the victims, but we need to do it every
time. I mean check with the person who’s been
harassed and see if you can help in some way. We
should also be more aware, think first about the images we’re posting and who can see them.
What do you think schools should do to
prevent online bullying and harassment?
– It’s really important that teachers show that they’re
there for us, and that they care. They hear what kids
are saying in the halls at school and they understand
what’s going on. They should show their concern
earlier and talk more with us about what’s okay and
what’s not. It’s about courage and conviction. It’s
everyone’s responsibility to act.

6

What’s your relationship to the internet? How
much time do you spend online and what do
you do when you’re there?
– Mostly I’m on Facebook. I like seeing what people
are doing, and I like reading inspiring posts and sharing my opinions. I’m not very active in other social
media anymore. I had Instagram and Snapchat accounts but I lost interest. There’s so much pressure
there about how you look and act.

”

There’s so much
pressure there about
how you look and act.
Have you experienced harassment or bullying
online?
– I was a victim of bullying in seventh grade, mostly
in school. But one time a friend posted a picture of
me and another kid made mean comments, and it
got spread online. I had the guts to respond – you’re
braver when you’re sitting behind a screen. This was
different from the usual mean looks I got in the halls.
The ones that nobody else sees. This was public
and out there for everyone to see.

Key findings
3/10
of young people experience racially motivated
harassment or intimidation online.

1/3

of girls have been exposed to sexual harassments online. One in four boys have the
same experience.

KiK

1/3
of young people have been exposed to
online harassment or intimidation in the
past year.

These influence young
people’s online life
Mom & dad
Friends
Partner

is the most common social media
forum for online harassments or
intimidations.

55%

of young people talk to an adult at home if
they have been subjected to harassment,
intimidation or bullying online.

8% of girls and 5% of boys have been
exposed to bullying via mobile phones,
computers or tablets in the past year.
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LIFE ONLINE

Life Online
Use of mobile phones, computers and tablets at same levels
The internet is a natural part of daily life for young
people. Half of all children and adolescents use mobile phones, computers and tablets 3 to 6 hours a
day on average. This applies to usage both in school
and in one’s free time. 35% of young people say that
their online use is 1 to 3 hours a day; 16% say that
they use a mobile phone, computer or tablet more
than 6 hours a day. This means that average use is
unchanged from the year before1.

”

For young people the
internet is primarily a
place for socializing
and entertainment.
For young people the internet is primarily a place for
socializing and entertainment. However, girls and
boys spend their online time somewhat differently.
Girls spend equal amounts of time on social media
and gaming, while 72% of boys spend most of their
online time on entertainment-based content such as
games, films and music.

8

Respondents in the younger age group of 10–12
years said they focus more on entertainment-based
content. 73% spend most of their online time on
games, films, music and other entertainment, while
20% said that they spend most of this time on social
media. Among older respondents, 13–16 years,
their time is somewhat more evenly divided between
entertainment-based and communication-based
content. 47% spend most of their online time on
games, films, music and other entertainment, while
40% said that they spend most of this time on social
media.
Few young people responded that they spend most
of their time online on information-based content,
such as searching for information, doing homework
or reading about things that interest them. Only 6%
of the younger age group and 12% of the older age
group said that they spend most of their online time
on information-based content

LIFE ONLINE

49

%

of respondents use mobile
phones, computers or tablets
3 to 6 hours a day on average.
35% of respondents use mobile
phones, computers or tablets 1 to
3 hours a day on average and 16%
of respondents use mobile phones,
computers or tablets more than 6
hours a day on average.
(n=1015)
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ONLINE HARASSMENT, INTIMIDATION & BULLYING

Online Harassment,
Intimidation & Bullying
For many, vulnerability is part of daily life
One in three harassed or intimidated
online

More girls than boys victims of
cyberbullying

For most young people the internet is a place for
positive social interaction and entertainment. But just
like in other environments where people socialize,
there are instances of exclusion, harassment, intimidation and bullying. One in three young people (32%)
said that they have been harassed online in the past
year. This statistic is unchanged since last year, and
as before, girls are more vulnerable than boys. 37%
of girls and 27% of boys responded that they have
been harassed online at least once during the past
year.

Girls are subjected to cyberbullying to a greater extent than boys. The results show that 8% of girls and
5% of boys were bullied via mobile phone, computer
or tablet in the past year.

In the survey, harassment or intimidation is defined
as an action that makes a person feel sad, hurt or inferior. This could be if someone writes hurtful or malicious messages or comments. It can also be a case
where someone logs into a profile or uses a mobile
phone, computer or tablet against the victim’s will,
or if a person feels alone, ostracized or excluded. It
is always the person who has been victimized who
determines what constitutes harassment.

10

”

Bullying is defined as when
someone has been subjected
to harassment or other acts
of intimidation by one or
more people on a number of
different occasions.
Bullying is defined as when someone has been
subjected to harassment or other acts of intimidation
by one or more people on a number of different occasions. Cyberbullying can be either where a person
is subjected to several instances of harassment,
or where an offensive comment, image or video is
shared or disseminated to a lot of people. A victim of
bullying may feel like they are in a position of weakness and find it hard to defend themselves. Cyberbullying can occur both in and out of school.

ONLINE HARASSMENT, INTIMIDATION & BULLYING

Have you been subjected to harassment or intimidation by someone via mobile
phone, computer or tablet in the past year?
By “subjected to harassment or intimidation” we mean that someone has said or done something that made
you feel sad, hurt or inferior. This could be if someone has written hurtful or malicious messages or comments,
if someone has logged into your profile or used your mobile phone, computer or tablet against your will, or if you
have felt alone, ostracized or have been excluded.
73%
Boys (n=481)

63%

Girls (n=532)

32%
23%

3%
No, never

Yes, a few times

4%

1%

Yes, many times

1%

Yes, all the time

Have you been bullied via mobile phone, computer or tablet in the past year?
Bullying is when you have been subjected to harassment or intimidation by one or more people on a number
of different occasions. It could be several different instances of harassment, or when one offensive comment,
picture or video is shared or spread to many people. You may feel as if you are in a position of weakness or find
it hard to defend yourself. Cyberbullying can occur both in and out of school.

5

%

”

Boys
(n=144)

8

%

Girls
(n=183)

My friends opened a ‘hater
account’ against me.
Respons to open-ended question
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WHERE & HOW THE HARASSMENT OR INTIMIDATION TAKES PLACE

Where & how the harassment
or intimidation takes place
Social media and gaming environments
Where is the harassment or
intimidation taking place?
Where most acts of harassment or intimidation
among young people take place, to some extent,
cohere with where each group spend most time.
Girls experience most of these types of treatment
on social platforms, while boys experience it most
in gaming environments. Those who said they had
been victimized in other environments cited SMS/
MMS and chats most often.
Girls spend equal amounts of time on social media
and gaming, but 64% of girls who had been harassed online said that the cyberbullying took place in
social media. Only 11% said they had been victimized in gaming environments. Girls often play different
types of games than boys;2 this could explain the
statistics in this case. Among girls the most popular
games are Minecraft, Hay Day, Grand Theft Auto
and The Sims. Many of these games do not require
or cannot be played online, which may mean little
or no interaction with other players. Among boys,
interaction with other players is inherently more
common. Examples of such games are League of
Legends, FIFA and Counter Strike.
If we look at the age factor, social media are the
most common environments for harassment, among
both younger and older children. However, older
children comprise a greater share in this case, which
also corresponds to the different makeup of online
activities for different age groups.
KiK is the social platform where harassment most
typically occurs. After this the most common places
are Instagram, Snapchat, Facebook and Ask.fm.
As for gaming environments, respondents named
Minecraft, Counter Strike and League of legends,
among others.
12

Types of harassment or intimidation
As in previous years, malicious messages or comments are the most common type of harassment or
intimidation that young people are exposed to. This
can consist of an unwelcome message on Snapchat or a hateful comment in Minecraft. 53% of girls
and 59% of boys responded that they have been
harassed online at least once during the past year.
Ostracism is the second most common form of harassment. This could be if someone is excluded from
a group on KiK or voted out of a World of Warcraft
gaming group, for example. 28% of girls and 20% of
boys who were victimized said they felt lonely, alienated or unwelcome.
22% of girls and 14% of boys who were victimized
said the abuse consisted of hateful rumors being
spread about them. What was once graffiti in school
bathrooms can now be spread at great speed, causing enormous suffering for the victim.

Social media platforms
where cyberbullying occurs
most often

1. KiK
2. Instagram
3. Snapchat
4. Facebook
5. Ask.fm

WHERE & HOW THE HARASSMENT OR INTIMIDATION TAKES PLACE

Where have you been subjected to harassment, intimidation and/or bullying?
Base: If the answer is “Yes” to the question “Have you been subjected to harassment or intimidation by
someone via mobile phone, computer or tablet in the past year?” Multiple choice question.

64%

Boys (n=144)
Girls (n=183)
46%

39%

25%
20%
11%

Social media

Games

10% 9%

Other places/methods

Don´t remember

5%

7%

Prefer not to answer
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WHERE & HOW THE HARASSMENT OR INTIMIDATION TAKES PLACE

On which social media platforms have you been subjected to harassment,
intimidation and/or bullying?
Base: If the answer is “Yes” to the question “Have you been subjected to harassment or intimidation by
someone via mobile phone, computer or tablet in the past year?” Multiple choice question.
(n=177)
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If you want, you are welcome to answer and describe the kind of harassment, intimidation and/or bullying to which you have been subjected.
Base: If the answer is “Yes” to the question “Have you been subjected to harassment or
intimidation by someone via mobile phone, computer or tablet in the past year?” Multiple choice
question.
Boys (n=144)
Girls (n=183)

59%
53%

28%
22%
14%
6%
I’ve received
hurtful or mean
messages/
comments

14

14%
7%

5%

Someone
has posted
or shared a
picture/video of
me without my
permission

20%

Someone has
spread mean
and/or false
rumors about
me

8%

9%

Someone has
I have been
Something else
logged in to
made to feel lomy profile/used nely, excluded/
my computer/
ostracized
mobile phone/
tablet without
my permission

9% 10%

I don’t want
to tell what
happened

WHERE & HOW THE HARASSMENT OR INTIMIDATION TAKES PLACE

Social media platforms
Via ask.fm people can ask other users questions. The questions can be about any subject. They can be
asked anonymously or using a user name as the sender. Other users can log on and read both the questions and the answers.
On Facebook people can send friend requests to others to build their own network. They can then share
text, images, video etc. with others in their network and also follow what their friends are sharing. People can
interact with others by liking or commenting on their posts or comments.
On Instagram people build up a network in a similar way to Facebook. Via Instagram people can share their
own photos or see other people’s photos. One important function is the ability to like other people’s photos.
KiK is an app where people can chat with their friends. It works in a similar way to sending text messages,
but instead of being sent from your phone number, you have a user name.
Via Snapchat people can send time-limited images and short films clips, so-called “snaps,” to their friends.
Users can draw on the photos and add text. The recipient clicks on the photo or video and has a few moments to see it before it disappears. It is also possible to save snaps.
Skype is a program for online chats and IP telephony. To use it, Skype must be installed on the computer
or mobile phone, and users must have an account. One searches for the person one wishes to contact, and
then calls the person on Skype. One can also use a web camera during the conversation.
Tumblr is a blog platform where users can publish texts, images, videos, links, chats, quotes and audio on
their tumblelogs. Users can follow one another and see their posts in their panels.
On Twitter people write short messages, so-called tweets, of no more than 140 characters. Users can
choose to follow friends and people of interest (anyone from celebrities to politicians) and discuss topical
issues.
WhatsApp is used to send text messages, images, video and audio messages to other users.
On YouTube people can view videos posted by others and share their own. YouTube has a search function
that makes it easy to find videos clips of interest.
The app Secret allows users to join networks where they can share information anonymously about others
in the network.

Facebook “f ” Logo

CMYK / .eps

Facebook “f ” Logo

CMYK / .eps
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SEXUAL HARASSMENT

Sexual harassment
Part of the everyday jargon
Sexually related epithets &
comments

How many are victimized?

When someone is called “fag” or “whore,” for example. Openly commenting others’ appearance with
a sexual undertone, or spreading sex-related rumors
about someone. For some young people, these
kinds of comments cause suffering on a daily basis.
Research shows that sexual harassment among
young people is so common that it can develop into
normalized behavior3.
4

Approximately four of 10 children ages 13-16 said
that among persons their own age, online expressions of sexual harassment and unwelcome sexual
advances occur often or fairly often. Boys and girls
experience this in equal measure. Only 3 in 10 young
people say that they have never been exposed to
unwelcome sexual advances online.

Where does it happen?
More girls experienced unwelcome sexual advances
in social media, while boys said that this occurred
more often for them in gaming environments. This is
partly associated with what one does while online,
but when it comes to harassment, girls experience
much more victimization in social media than in
gaming environments.
Ask.fm and KiK were the most common platforms
for harassment of an unwelcome and sexual nature.
When asked where harassment generally takes
place (see page 18), Ask.fm was in fifth place, after
KiK, Snapchat, Instagram and Facebook. Many
also felt that unwelcome sexual advances occur on
Ask.fm – even if these respondents are not victims
themselves.

16

Over a third of the girls said that they have been
victims of sexual harassment. Just over one fourth
of the boys said the same. Girls more often said that
someone had made unwelcome comments about
their appearance, in the form of how attractive or
unattractive they are. Boys, on the other hand, said
that they were more often called “fag” or other such
epithets.
The results can be related to prevailing norms for
how girls and boys should act and look in order to
fit in. Girls are often judged according to today’s
ideals of beauty and strong fixation on appearance,
and it can be difficult to try to exist outside of these
boundaries, or have a different style. Boys must
meet stringent expectations of how males should be;
those who do not follow the norms are exposed to
derogatory comments.
Research from Gothenburg University5 confirms that
it is mostly girls who receive appearance-related
harassment online. In addition, it seems that others’
views about appearance are more important for girls
than boys. While girls suffer from poor self-esteem
and sadness as a result of appearance-related cyberbullying, boys do not seem equally affected. For
this reason, comments about appearance can be
more devastating for girls.

SEXUAL HARASSMENT

”

I had contact with a guy that
started sending unpleasant
pictures, and when I didn’t send
any back he said he was going
to come to my house and
rape me. I blocked him
everywhere and in the
end he stopped writing
me.
Respons to open-ended question

Think about being online on your mobile phone, computer or tablet. In the past
year, have you been subjected unwillingly to expressions of sexual harassment
and unwelcome sexual advances, that is, that haven’t been okay for you?
Examples include calling one another “lesbian” or “gay,” open comments of a sexual nature about others’
appearance, spreading rumors about people, or even calling one another “whore,” “cunt,” “dick” or other
such epithets?

27 36
%

%

YES

YES

Boys (n=286)

Girls (n=305)

FRIENDS ONLINE REPORT 2016
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SEXUAL HARASSMENT

Think about being online on your mobile phone, computer or tablet. Do you
sometimes feel that among persons your own age, expressions of sexual
harassment and unwelcome advances are used?
Examples include calling one another “lesbian” or “gay,” open comments of a sexual nature about others’
appearance, spreading rumors about people, or even calling one another “whore,” “cunt,” “dick” or other
such epithets?
Often
Girls (n=286)
8%

Fairly often

13%

23%

28%

23%

5%

Sometimes
Boys (n=305)
5%

Not very often

12%

22%

26%

30%

5%

Never
Don´t know/Prefer
not to answer

Most common places: Multiple choice question.

52% Social media 78%
50% Games 10%
27% Other places/methods 33%

Boys (n=121)
Girls (n=124)

In which social media do you feel that such expressions occur most often?
Base: If you answered “social media” for the question about where sexual and unwelcome advances occur most
often. Multiple choice question.

(n=159)
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13

11

m

So

18

3

5

2

Tu
m
bl
r
ew
he
re
Do
el
se
n’
tr
em
Pr
em
ef
be
er
r
no
tt
o
an
sw
er

of
y.s
e
de

pp

3

1

Vi

ha
ts
a

e
yp

K

W

Sn

Sk

ch

at

4

ap

cr
et
Se

it t
er
Tw

k.
fm
As

Fa
ce
bo
ok
In
st
ag
ra
m

7

Ki

34

INTERVIEW KATJA GILLANDER-GÅDIN

“Many believe that sexual harassment is
something they simply must put up with.”
Katja Gillander-Gådin is a professor in health
sciences. Since the 1990s she has conducted
research on the psychosocial working environment in schools, and on children’s health.
Katja is interested in explanations about
children’s health and illness from a gender
perspective.
What is your view of life online? What do you
do when you’re online?
– I am usually looking for research-related information. That’s so incredibly easy to do on the internet.
Before, you went to the library, handed in a request
and waited several weeks for an answer. Now
everything’s just a few clicks away. I can also look
online for other researchers working in the same
subject areas. That’s also a big advantage.
Four of 10 girls have experienced sexual harassment online. For boys the number is 3 out
of 10. What are your thoughts on that?
– Since sexual harassment occurs so often verbally
offline, it’s not surprising that it’s happening so often
online. You can be anonymous on the internet, and
that makes it easier to write things you might not say
directly to a person.
Has this type of jargon become normalized?
– Yes, I’m afraid so. Sexual harassment is now
so common that normalization is underway. This
doesn’t mean that sexual harassment is accepted
per se, but it does mean that young people think
they must put up with it, or that they have the right
to do it to others. It’s a constant occurrence and few

know what can be done about it. It’s also difficult to
reject it and report it, both in the students’ world and
in adults’ world – adults seem to be accepting this
behavior more and more.
Why is it so common?
– We seldom talk about sexual harassment among
young people – we often simply let these things
pass. There aren’t many studies yet on the subject,
but presumably this activity has increased. I see several explanations. The biggest problem is the sexualization of young girls, even if both girls and boys
have been affected. Another is the general sexualization of society and how media present images of
girls and boys.
In our survey, girls most commonly said that
someone had made unwelcome comments
about their appearance, in the form of how
attractive or unattractive they are. Boys, on
the other hand, said that they were more often
called “fag” or other such epithets. What does
that tell us?
– This corresponds to my research results, and says
something about the different conditions that boys
and girls have. Boys have to work hard to demonstrate masculinity, and there are gatekeepers who
shout “fag” when someone deviates from the norm.
For girls, among other things, it is society’s obsession with women’s appearance that sets the boundaries. No matter where we look we are confronted
with norms for what is beautiful and desirable in girls
and women.
FRIENDS ONLINE REPORT 2016
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RACISM

Racism
Part of the everyday jargon
Racially motivated jargon

How many are victimized?

Three of 10 children said that among persons their
own age, online expressions of racially-motivated
harassment and derogatory comments occur sometimes, fairly often or often. Only 4 out of 10 young
people have never experienced racially motivated
comments online.

4% of young people say that they have been recipients of comments or messages of a racially motivated, derogatory nature, about themselves. More
young people who are of non-Swedish birth or have
parents born in another country say they had been
subjected to racially motivated comments online.

More older than younger people say that young
people express themselves in a racist way, and girls
and boys experience this type of harassment in
equal measure. More girls experienced racially motivated comments in social media, while boys said
that this occurred more often for them in gaming
environments. This is partly associated with where
girls and boys spend the most time online, but as
before, this type of harassment occurs for girls more
often in social media than in games. This probably
has the same reasons as mentioned earlier: girls and
boys play different types of games.

The results are confirmed by a study from Gothenburg University6, where parents of children born
outside Sweden said that their children had been
subjected to bullying three times as often as parents
of children born in Sweden.

”

I got called names
because I look Asian.
Respons to open-ended question

20

RACISM

Think about being online on your mobile phone, computer or tablet. Do you feel
that among persons your own age, expressions of harassment and derogatory
comments of a racial nature are used?
This includes comments about country of origin, skin color, hair texture, facial features, religion, faith or
ethnic group.

Often

10-12 year olds (n=423)
1%

15%

20%

48%

Fairly often

13%

3%

Sometimes

13-16 year olds (n=592)
3%

7%

Not very often

4%

26%

32%

28%

Never
Don´t know/Prefer
not to answer

Where do you feel that such expressions occur most often?
Base: If you answered often/fairly often/sometimes, for the question about the occurrence of racially
motivated comments. Multiple choice question.

81%
Boys (n=160)
Girls (n=135)
54%
42%
32% 30%

8%

6%

7%
1%

Social media

Games

Other places/methods

Don´t remember

1%

Prefer not to answer
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STRATEGIES TO DEAL WITH HARASSMENT, INTIMIDATION & BULLYING

Strategies to deal with
harassment, intimidation & bullying
Young people subjected to online harassment and
bullying have different strategies for handling and
dealing with what has happened. 55% say that they
have talked to an adult in the home, but otherwise
the results differ significantly between girls and
boys. In general, girls react more often, and talk to a
friend, while boys are more likely to keep the matter to themselves. Two strategies are more common among boys: writing a derogatory or hurtful
response and not reacting at all. 2 of 10 boys say
that they’ve done nothing at all when they have been
harassed.

”

55% say that they have talked
to an adult in the home, but
otherwise the results differ
significantly between girls
and boys.
Only 1 in 10 victims say that they have talked to an
adult at school about the harassment. One possible explanation is that school staff and students
do not know about the school´s responsibility or the
student´s rights when it comes to online harassment.
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It can also be because online harassment often
occurs outside of school, so young people think it’s
more appropriate to talk to someone at home. One
simply imagines that what happens at school is the
school’s responsibility, and what happens online is
one’s own or the parents’ responsibility.
The fact that young people talk less often with
school staff about online harassment and bullying is
not necessarily a problem, as long as the dialogue
between the school and home is good. What matters most is that young people tell an adult that they
have been victimized.
In this year’s survey we found that more young people in the older age group are talking with adults at
home than previously, and this is good news. 52% of
the 13 to 16 year olds in this year’s survey have done
so, compared to 39% last year.
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STRATEGIES TO DEAL WITH HARASSMENT, INTIMIDATION & BULLYING

On the occasion/occasions you were subjected to harassment, intimidation
and/or bullying via mobile phone, computer or tablet, what did you do?

Multiple choice question.
58%

Boys (n=144)

51%

Girls (n=183)

29%

16%
20%

7%
9%

2% 3%

When you were subjected to harassment or intimidation by someone via mobile
phone, computer or tablet, what did you do? Multiple choice question.

61%

10-12 year olds (n=111)

52%

13-16 year olds (n=217)

27%

16%

13%14%

8%

0%

4%
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SURROUNDING ENVIRONMENT AFFECTS CHILDREN’S ONLINE BEHAVIOR

Surrounding environment
affects children’s online behavior
What adults think is important
Who affects children’s online behavior? In this year’s
survey, we asked questions to find out who is most
influential when it comes to young people’s online
behavior.
We have based this on research by Måns Svensson and Karl Dahlstrand7, at Lunds University, who
have developed a model for measuring the strength
of social norms. We wanted to determine the extent
to which social norms exist in society that condemn
online harassment, how strong these norms are and
who they affect.
The following two questions were asked:

1

Think about how you act toward others online
via your mobile phone, computer or tablet.
How important to you are these other persons’
opinions about this?

2

If you were to harass someone via your mobile
phone, computer or tablet, how angry or irritated do you think that the following persons in
your surroundings would be if they found out?
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A mathematical analysis of both questions shows the
degree to which norms are involved when individuals make decisions about how they will behave
online. Måns Svensson calculated the results for us,
and they show that both young people and adults
in a child’s surroundings influence the child’s online
behavior.
For quite some time, Friends has pointed out the
significance of adults’ conversations with young people about life online. We have encouraged parents
to make the internet part of everyday conversations
and talk about both the positive and negative things
that happen there. These new results tell us that
such conversation not only increases young people’s
tendency to tell adults about what is happening;
they also show that adults can have a big influence
on children’s online behavior. By talking about what
happens online, and by being role models, we can
make a difference in what happens online and contribute to a friendly atmosphere there.

SURROUNDING ENVIRONMENT AFFECTS CHILDREN’S ONLINE BEHAVIOR

People with most
influence

1.
2.
3.
4.
5.
6.

Mother
Father
Friends
Partner
Siblings/cousins/
grandparents

Teachers
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FRIENDS’ RECOMMENDATIONS FOR ACTION - SCHOOLS

Friends’ recommendations
for action
Schools
PLAN TO STOP DEGRADING TREATMENT & DISCRIMINATION
By focusing on fair and equal treatment online, schools can foster a friendly atmosphere at school and prevent harassment and other acts of intimidation. It’s also
important that clear routines and action plans be in place when harassment and
degrading treatment occur on the internet, for example if a student publishes degrading content online.

SURVEY, ANALYZE & EVALUATE
Survey students’ safety and wellbeing online, and identify whether there is a need for
preventive measures to promote equal rights and opportunities for them. In which
online environments or services do students feel the most vulnerable or unsafe? Follow up and evaluate any measures implemented, and suggest new ones as needed.

INVOLVE THE STUDENTS
In the work to prevent online harassment, it is important for the students to participate and add their input and suggestions. This makes the actions not only more
relevant for students, but also more effective. Discuss online safety and wellbeing on
a continuing basis. Agree together on measures based on the challenges that exist at
the school.

WORK WITH GUARDIANS
Aim to achieve a common understanding of the problem and work together to teach
young children and adolescents to form positive social relationships online. Let the
atmosphere online, as well as in the classroom, be a recurring item on the agenda of
parent-teacher meetings.

COOPERATION AMONG SCHOOL STAFF
Take joint responsibility for the safety of students at school and online. Use each
other’s competence and support each other.
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INTERVIEW LINA AXELSSON KIHLBLOM

“We must take time to look each other in
the eye and really ask what’s going on.”
Lina Axelsson Kihlblom is director of primary
education in Haninge Municipality and member of the 2015 School Commission. She is
known as the “superprincipal” from Swedish
Television’s documentary The Principals, and
has published a book titled “Will you Like Me
Now? An Account of Identity”.
What does the internet mean to you? How
much time do you spend online and what do
you do when you’re there?
– I see the internet as a way to stay in contact with
my surroundings – a place where I can investigate
and find out things. I read the paper, find information,
socialize with friends and see what’s happening in
the world. I spend probably one or two hours a day
online.
What is your view of the internet with respect
to young people?
– The internet is like the schoolyard. The strange
thing is that we adults think it’s great that kids are
doing things online instead of running around the
house and playing, but maybe we don’t understand
that we’ve turned over an entire world to them. A
world where there’s both good and bad. Being there
is part of exploring and learning, but it also makes
you vulnerable. There are so few adults in that world.
Do adults not have enough knowledge about
what kids do online?
– No, they do not, unfortunately. We ask how their
school day was, but not how things are online or
who they talk to there. Many children live their entire
lives on the internet. We wouldn’t let 10 year olds
be outside playing without any supervision whatso-

ever, but we let them spend three hours on an iPad
without any idea what they’re doing. I am not vigilant
enough myself, and I think that many adults would
say the same. We know too little.
What about young people’s integrity and their
need to have their own space?
– Young people absolutely need a way to take time
out, but we also need to know what’s going on. Is
a 13 year old mature enough to manage his or her
social relations? Are they old enough to take responsibility for group dynamics? I don’t think so. We
must ask questions about the internet. Children’s life
online is our responsibility.
What do you think schools can do to prevent
online bullying and harassment?
– We need to talk about the internet! We have to talk
more about feelings and experiences in general. The
dialogue between the school and parents is also
important. We need to know what’s happening online, where kids are logged in, what rumors are flying
around and how kids talk to each other. We need to
take time to look each other in the eye and really ask
what’s going on. It’s about relating to one another
and validating emotions.
What else needs to be done?
– We need to conduct a discussion on an ethical
level about the anonymous environments online. It
is not okay that anyone can say anything they want
online without taking responsibility for it. Publishers
must take responsibility, and that’s not just for newspapers but also for websites.
FRIENDS ONLINE REPORT 2016
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FRIENDS’ RECOMMENDATIONS FOR ACTION - ADULTS AT HOME

Adults at home
GAIN A FUNDAMENTAL UNDERSTANDING
It’s the responsibility of adults to guide and support children and adolescents in their
lives online. Even if harassment and intimidation are basically about social relationships, having a fundamental understanding of the environments in which children and
adolescents socialize online makes it easier to help them. Learn by asking your child,
asking other adults, trying things out for yourself or searching for more information
online about the websites, games or apps your child uses.

TALK ABOUT THE INTERNET
Let the internet be part of your everyday conversations and talk about both the positive and negative things that happen there. If you as an adult are involved and show a
genuine interest in what children and adolescents are doing online, they will be more
willing to listen to your advice and more likely to tell you if something happens.

OFFER YOUR SUPPORT
It is important that children and adolescents feel safe and know that they have an
adult close by who they can turn to for help and support. Tell them you are there for
them!

If your child has
victimized others
or is a victim

LISTEN & PROVIDE SUPPORT
Listen and allow your child to express how they feel and how they experience different situations. Tell them that bullying and harassment are never OK. If your child has
been victimized, explain that the situation can be changed.

CONTACT THE SCHOOL
Usually in the case of online harassment or cyberbullying, children in the same class
or at the same school are involved. It is therefore important for the school to know
about what is going on. Start by contacting your child’s class teacher or mentor.
Explain what has happened, who is involved and how long you have known about it.
Work together to find a solution.

REPORT & REMOVE
If degrading content has been published, help your child remove it and/or report the
content to the site. If your child is the victim of a crime, such as slander or unlawful
threats, it is important to report the incident to the police.
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FRIENDS’ RECOMMENDATIONS FOR ACTION - CHILDREN & YOUNG PEOPLE

Children & young people
SPREAD POSITIVE MESSAGES
The positive atmosphere starts with you! When you write and say nice things or encourage and help others, you are helping to create a friendly atmosphere. You decide
what you write, say and do. Use that power.

INCLUDE OTHERS
The internet is a place for everyone! Regardless of roles in groups of friends, gender,
age, religion, functional abilities, transgender identity, ethnicity or sexual persuasion,
everyone is equally welcome to express themselves, learn new things, have fun and
socialize online.

THINK BEFORE YOU ACT
There are many options for communication, debate or expressing emotions and opinions online. But think first before you write or share something. Who is responsible
for the information you are sharing? Could what you write be perceived as degrading
or offensive by someone else?

If you are a child or
teenager who has
been victimized

REMEMBER THAT IT’S NOT YOUR FAULT
The person who is bullying or harassing you is at fault. Anyone can be subjected to
bullying or harassment and the situation can be changed.

TALK TO SOMEONE
First turn to an adult that you trust to get help and support. This could be an adult at
home, a teacher, coach or perhaps a friend’s parent. All adults have a responsibility
to help the children and young people around them. If there is no adult you can talk
to, ask a friend for help. Together you can find a solution. It’s important not to be
alone in the situation.

REPORT ABUSE, BLOCK CONTENT & REVIEW PRIVACY
SETTINGS
Report degrading content immediately to the website/app/game and save messages
and/or screenshots as evidence. Also make sure to block users who have behaved
badly, and check your settings to ensure that you control who sees your content.

FRIENDS ONLINE REPORT 2016
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LEGAL MATTERS

Legal Matters
In meetings with young people and adults we often
encounter uncertainty about which laws apply to the
internet. One simple rule of thumb is that the same
things that are illegal outside the internet are also
illegal online. Not all online harassment is a crime,
but many cases of defamation, insults and threats

OFFENSIVE PHOTOGRAPHY, CHAPTER 4,
SECTION 6 A OF THE PENAL CODE
Offensive photography means illicitly or covertly
taking a photo or filming someone who is inside a
home, a public toilet, a changing room or a similar
space.
UNLAWFUL THREAT, CHAPTER 4, SECTION
5 OF THE PENAL CODE
An unlawful threat means threatening to commit a
criminal act against another person; for example,
threatening to assault or kill someone. For the
threat to be unlawful, it must be meant seriously
and posed in a manner that evokes serious fear in
the threatened person.
DEFAMATION, CHAPTER 5, SECTION 1 OF
THE PENAL CODE
Defamation means claiming that someone is a
criminal or reprehensible in their way of living, or
providing information meant to expose the person
to the contempt of others.
MOLESTATION, CHAPTER 4, SECTION 7 OF
THE PENAL CODE
Molestation means acting recklessly toward
another person, such as by repeatedly posting
degrading comments about someone online.
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are never reported to the police. In order to solve an
online crime, it is important to report it. It’s good to
be aware that it’s often easier to provide proof about
something that has happened online, so remember
to save any evidence in the form of screenshots,
images or messages.

PERSONAL DATA ACT
The purpose of the Personal Data Act (PuL) is to
protect people against violation of their personal integrity. It is illegal, for example, to disclose
information about a person’s ethnicity, political
opinions, religious convictions, or membership in
a trade union.
HATE SPEECH, CHAPTER 16, SECTION 8 OF
THE PENAL CODE
Hate speech means threatening or expressing
contempt for a group with allusion to the race,
ethnicity, belief system or sexual orientation of the
members of a group.
EDUCATION ACT
According to the Education Act, schools have a
responsibility to act against online harassment
and intimidation if such treatment is impacting the
student’s school life.

§
During 2016, new legislation
regarding the internet will
be introduced. Stay tuned!

DEFINITIONS

Definitions
HARASSMENT AND OTHER ACTS OF INTIMIDATION
is an overarching term that includes bullying, harassment
and other forms of degrading treatment. It covers all forms
of mistreatment that make a person feel sad, hurt or inferior.
DEGRADING TREATMENT is the term used in legal contexts to prohibit harassment or intimidation that is not linked
to the grounds of discrimination. Degrading treatment is
defined as behavior that violates a person’s dignity.
BULLYING is where a person has been subjected to
harassment or abuse by one or more people on a number
of occasions. A victim of bullying may feel like they are in a
position of weakness and find it hard to defend themselves.
In the case of cyberbullying, we have decided to emphasize the repetitive aspect because conditions are different
than in other settings, such as the school playground. We
have therefore added: This could be either multiple different instances of harassment or intimidation, or when
one degrading comment/image/video is broadly shared or
disseminated.
DISCRIMINATION is when an adult in school, such as a
teacher, treats one student unfairly or worse than another
one based on one of the seven grounds of discrimination:
gender, gender identity or gender expression, ethnic affiliation, religion or other belief system, disability, sexual persuasion or age.
HARASSMENT is when a person is harassed based on
one of the seven grounds of discrimination. One incident is
sufficient for a person to be guilty of harassment.
SEXUAL HARASSMENT is behavior of a sexual nature
that violates a person’s dignity. Examples of sexual harassment could be if someone sends messages, writes comments or spreads rumors relating to sex or the body that
make the person who is targeted feel uncomfortable.
PLAN TO STOP DEGRADING TREATMENT AND DISCRIMINATION is a plan that schools produce every year.
The plan contains information about the school’s procedures to stop harassment, intimidation and discrimination. The
plan is sometimes called the equal treatment plan.
FRIENDS ONLINE REPORT 2016
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FRIENDS’ WORK ONLINE

Friends’ work online
Made possible by our partners
Friends is a non-profit organization dedicated to the
prevention of bullying. Our vision is to see young
children and adolescents grow up in a safe and secure society where all are treated equally. We use a
long-term approach to increase the knowledge and
involvement of adults and children through education, guidance and the formation of public opinion.
Friends has been working on preventing online
harassment and intimidation since 2005.

Read more on Symantec’s family website:
• Norton Family, an online service to help children
and adults work together to establish family rules for
a safe and friendly connected world.
• Find new inspiration and hands-on tips on how you
can become more involved in protecting children in
our Family Online Safety Guide.
• Norton’s general safety tips or advice specifically
for families.

Through education, Friends helps schools to develop
their efforts against online harassment and intimidation. We focus on students, school staff and guardians. Because life online is making the borderline
between school and free time less clear, we all need
to participate in order for our efforts to succeed.

HP PPS Sverige AB

Our sponsors Symantec, HP PPS Sverige AB and
Hewlett Packard Enterprise are vital to our work to
eliminate harassment and bullying on the internet.

We live in a paradox. Never before have we had
access to so much knowledge. And never before
have we known so little about the future. That’s why
the question is now about our ability to ‘learn from‘
and ‘learn new things.’ We need to refresh the way
we think, the way we do business and especially the
way we interact with the world around us. HP PPS
Sverige AB contributes with technology that makes
life better for everyone, everywhere.

Symantec

Hewlett Packard Enterprise

Symantec helps consumers and companies handle
their information-driven world in a safe and secure
way. Norton by Symantec focuses on the consumer
side helping to protect the things that mean the most
in consumers’ lives, regardless of which device they
use to get online. Norton provides consumers with
various security solutions to protect their digital lives,
including solutions for computers, mobile devices,
live support and online backup.
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Hewlett Packard Enterprise uses technology to
create new opportunities to impact people, businesses, the public sector and society in a meaningful
way. Hewlett Packard Enterprise, the world’s largest
technology company, brings together printing technology, PCs, software, services and IT infrastructure in a comprehensive portfolio of solutions for
customers.

FRIENDS’ WORK ONLINE

“We want children and young people to feel safe and secure online. By sharing
our experience and knowledge of online safety and sponsoring the project
‘Schysst på nätet’ (Be Nice Online), we can reach more people with information
about preventive measures.”
Carolina Schattauer Ramnö
Nordic PR Manager, Symantec

“At HP PPS Sverige AB we think that Friends is doing something very valuable in
its ‘Schysst på nätet’ (Be Nice Online) project. We have chosen to support Friends
– so we can work together in the fight against online bullying.”
Stefan Bergdahl
CEO, HP PPS Sverige AB

“For those of us here at Hewlett Packard Enterprise Sweden it feels entirely
appropriate and important to participate and support Friends in their project
‘Schysst på nätet’ (Be Nice Online). The importance of the work Friends is doing
to educate parents, school staff and students about ways to prevent online
harassment, intimidation and cyberbullying cannot be emphasized enough. I’m
certain that together we can make a difference.”
Kjell Ahlzén
CEO, Hewlett Packard Enterprise
FRIENDS ONLINE REPORT 2016
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ABOUT
THE REPORT
OM RAPPORTEN

About the Report
The purpose of the report is to capture the voices
of children and adolescents on the topic of harassment, other acts of intimidation and bullying online
via mobile phone, computers and tablets. This is
the fourth consecutive year that the Friends Online
Report is being published. The report is based on a
survey in which 1,015 children and adolescents aged
10 to 16 in Sweden participated. The survey was
conducted by TNS SIFO and was commissioned by
Friends, Symantec, HP PPS Sverige AB and Hewlett
Packard Enterprise.

New questions for 2015
To learn more about the experiences of children
and adolescents, a number of new questions were
added to this year’s survey. One new part deals
with the incidence of offensive remarks of a sexual
nature online. Likewise, we ask a question about
the incidence of derogatory or offensive comments
which are of racist character. We also ask whether
the respondents themselves have been subjected to
these types of harassment.
Yet another new area of the survey covers the
importance of the people in a child’s surroundings
when it comes to the internet. With these questions
we wanted to find out how important others’ opinions are for a child with respect to his or her behavior
online.
The majority of the questions are the same as in
previous years and a similar questionnaire format,
selection process and field period were used for
data collection. The results are therefore able to give
an indication of development. However, to establish
development over time, we need to repeat the survey over a longer period.
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Survey method
The data was collected through web-based surveys
conducted in the period 14–26 October 2015. The
survey respondents are children of members of TNS
SIFO’s web panel. Panel members are recruited on a
nationally representative basis by phone and a postal
dispatch. An invitation to participate in the survey
was sent out at random by e-mail to panel members
with children aged 10–16. Parents filled in details
regarding their child’s gender and age, and gave
their consent for their child’s participation in the survey. The respondents then answered all remaining
questions themselves or together with their parent.
To give respondents the option to not answer certain
questions that they may find sensitive, response
options such as “Don’t want to answer” or “Don’t
know” were included.
The questions regarding sexual harassment have
been given only to the older age group in the survey
(13-16 years).
A total of 1,015 children and adolescents participated: 423 aged 10–12 and 592 aged 13–16. The ratio
of girls to boys was 49% girls to 51% boys. The participating respondents are anonymous. The results
were analyzed based on age groups (10–12 years
and 13–16 years) and gender. The quotes included in
the report are a selection of the respondents’ responses to open-ended questions.
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